
 

City of Tempe 

 

INFORMATION SECURITY MANAGER 
 

JOB CLASSIFICATION INFORMATION 
Job Code: 536 FLSA Status: Exempt 

Department: Information Technology Salary / Hourly Minimum: $103,606 
Supervision Level: Manager Salary / Hourly Maximum: $139,173 
Employee Group: TSA State Retirement Group: ASRS 

Status: Classified Market Group: Info Security Mgr 
Safety Sensitive / Drug 

Screen: 
No EEO4 Group: Professionals 

Physical: No   
 

REPORTING RELATIONSHIPS 
Receives direction from the Information Technology Director. 

Exercises direct supervision of personnel in related area of responsibility. Exercises technical and 
functional direction over vendors and contract staff. 

 

MINIMUM QUALIFICATIONS 
Experience: Five (5) years of experience in a combination of risk management, 

information security and IT jobs. At least two (2) years must be in an IT 
Security leadership role. Three (3) years of level experience in computer 
network and IT systems security associated with a large organization. 

Education: Bachelor’s degree in Information Security, Computer Science, and 
Information Management Systems or degree related to the core functions of 
this position.  Master’s degree is preferred. 

License / Certification: Professional security management certification, such as a Certified 
Information Systems Security Professional (CISSP), Certified Information 
Security Manager (CISM), Certified Information Systems Auditor (CISA) or 
other similar credentials. 

 

ESSENTIAL JOB FUNCTIONS 

 
Essential job functions are the fundamental duties of a position: the things a person holding the job 
absolutely must be able to do. 

 
To actively support and uphold the City’s stated mission and values. To establish and maintain the 
enterprise vision, strategy and program to ensure information assets and technologies are adequately 
protected. To develop strategic policy, technology plans and infrastructure investment 
recommendations that mitigate overall risks, strengthen data defenses and reduce vulnerabilities for 
internal and public facing systems. 



 

OTHER DUTIES AS ASSIGNED 

 
Please note this job description is not designed to cover or contain a comprehensive listing of all 
activities, duties or responsibilities that are required of the employee for this job.  Duties, 
responsibilities and activities may change at any time with or without notice. 

 

• Develop, implement and monitor a strategic, comprehensive enterprise information security 
program to ensure that the integrity, confidentiality and availability of information is owned, 
controlled or processed by the organization. 

• Facilitate information security governance through the implementation of a governance 
program, including an information security steering committee or advisory board. 

• Develop, maintain and publish up-to-date information security policies, standards and 
guidelines. Oversee the approval, training, and dissemination of security policies and practices. 

• Create, communicate and implement a risk-based process for vendor risk management, 
including the assessment and treatment for risks that may result from partners, consultants 
and other service providers. 

• Develop and manage information security budgets and monitor them for variances. 

• Create and manage information security and risk management awareness training programs 
for all employees, contractors and approved system users. 

• Create a framework for roles and responsibilities with regard to information ownership, 
classification, accountability and protection. 

• Develop and enhance an information security management framework based on ISO2700X, 

• Provide strategic risk guidance for IT projects, including the evaluation and recommendation of 
technical controls. 

• Coordinate information security projects with resources from the IT organization and business 
unit teams. 

• Create and manage a unified and flexible control framework to integrate and normalize the 
wide variety and ever-changing requirements resulting from global laws, standards and 
regulations. 

• Ensure that security programs are in compliance with relevant laws, regulations and policies to 
minimize or eliminate risk and audit findings. 

• Liaise among the information security team and corporate compliance, audit, legal and HR 
management teams as required. 

• Define and facilitate the information security risk assessment process, including the reporting 
and oversight of treatment efforts to address findings. 

• Manage security incidents and events to protect corporate IT assets, including intellectual 
property, regulated data and the company's reputation. 

• Monitor the external threat environment for emerging threats and advise relevant 
stakeholders on the appropriate courses of action. 

• Liaise with external agencies, such as law enforcement and other advisory bodies as necessary, 
to ensure that the organization maintains a strong security posture. 

• Develop and oversee effective disaster recovery policies and standards to align with enterprise 
business continuity management program goals. 



• Coordinate the development of incident response plans and procedures to ensure that 
business-critical services are recovered in the event of a security event. 

• Provide pro-active performance planning utilizing performance management tools. 

• Attend professional meetings and seminars as required. 

• Perform related duties as assigned.  
 

PHYSICAL DEMANDS AND WORK ENVIRONMENT 

• Work in a stationary position for long periods of time; 

• Operates computers, calculators, and other office machines; 

• May require working extended hours; 

• May work alone for extended periods of time. 
 

COMPETENCIES 

CLASSIFICATION LEVEL INCLUDES COMPETENCIES 

Foundational All Employees 
Inclusion, Communication, Interpersonal Skills, Integrity, 
Professionalism, and Willingness to Learn 

Non-Supervisory In Addition > 
Teamwork, Customer Service, Initiative, and 
Dependability / Reliability 

Supervisory In Addition > 
Staffing, Monitoring Work, Delegating, Development / 
Mentoring, and Support Others 

Manager In Addition > 
Preparing / Evaluating Budgets, Monitoring / Controlling 
Resources, and Motivating / Inspiring 

Deputy Director In Addition > Entrepreneurship and Networking 

Director In Addition > Organizational Vision 

For more information about the City of Tempe’s competencies for all classifications: 

City of Tempe, AZ : Competencies 

 

JOB DESCRIPTION HISTORY 

Effective July 2015 

 
 
 
 

https://www.tempe.gov/government/internal-services/human-resources/careers/competencies

